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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .1 7(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 6/15/09 
has been entered. 

Claim 1 has been amended. Claims 1 and 3-5 remain pending. 

Response to Amendment 
Specification 

The title of the invention is not descriptive. A new title is required that is clearly 
indicative of the invention to which the claims are directed. 



Claim Rejections - 35 USC §112 

Currently filed amendments overcome the previous 112 rejections. 
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Response to Arguments 

Applicant's arguments with respect to claim 1 has been considered but are moot 
in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention 
was made. 

Claims 1 and 3-5 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over USP 6,487,714 to Azagury et al., hereinafter Azagury in view of USP 6,321,201 to 
Dahl. 

As per claim 1 , Azagury teaches an execution device for executing an application 
program created in an object-oriented language, the application program including (i) 
one or more classes, each class having one or more methods (col. 4, lines 36-40), and 
(ii) confidentiality information that corresponds respectively to each class, that identifies 
whether or not it is necessary for each corresponding class to be confidential (col. 6, 
lines 1-3), the execution device comprising: 

an encryption judgment unit operable to judge whether or not an encryption of 
data that is manipulated by a method of the one or more methods is necessary, based 



Application/Control Number: 10/593,719 Page 4 

Art Unit: 2431 

on whether or not it is necessary for the class, to which the method belongs, to be 
confidential, such that the encryption judgment unit judges that the encryption of the 
data that is manipulated by the method is necessary when the class to which the 
method belongs is identified as being confidential by the confidentiality information that 
corresponds to the class to which the method belongs, wherein, when the encryption 
judgment unit judges that the encryption of the data that is manipulated by the method 
is necessary (col. 6, lines 1-9); 

an object recording unit operable to, when the method is to be executed, record, 
in a memory, an object that includes the data that is manipulated by the method (col. 4, 
lines 54-60); and 

wherein, when the encryption judgment unit judges that the encryption of the 
data is necessary, the object recording unit records the object that includes, as the data 
that is manipulated by the method, the data that is encrypted according to the 
determined encryption method (col. 5, lines 54-55 and col. 6, line 4). Azagury teaches 
that the execution device can judge what to do with an object given its method and 
class from which it is being operated on. Specifically Azagury mentions that pragmatic 
attributes can be applied to particular instance of objects including security and 
encryption. Azagury teaches performing these functions on the object is relative to its 
method and class. Azagury explicitly teaches encrypting objects but is silent in explicitly 
teaching that the confidentiality information includes information indicating a level of 
confidentiality of each corresponding class and the encryption judgment unit determines 
that an encryption method, which has a security strength that corresponds to the level of 
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confidentiality of the class to which the method belongs, is to be used to encrypt the 
data, and wherein the level of confidentiality of the class to which the method belongs is 
indicated by the confidentiality information that corresponds to the class to which the 
method belongs. Dahl teaches the above limitation as data objects can be linked to 
protection attributes which indicate the strength or degree with which the encryption is 
performed (col. 7, lines 54-65). Combining prior art elements according to known 
methods to yield predictable results is obvious. Combining the multiple encryption 
strengths of Dahl would give the system of Azagury, more control over how encryption 
is performed. It is obvious that the same pragmatic attributes of Azagury could not only 
specify if encryption is necessary but also what type of encryption strength is 
appropriate. 

As per claim 3, Azagury teaches overwriting the data included in the object using 
other data and when the data included in the object is encrypted, the other data that 
overwrites the data is recorded as encrypted data (col. 6, lines 29-35). 

As per claim 4, Azagury teaches the object recorded in the memory includes 
information indicating whether or not the data included in the object is encrypted, and 
when the information indicates that the data included in the object is encrypted, the data 
is recorded as encrypted data [attributes; col. 6, line 2]. 

As per claim 5, Azagury teaches a data judgment unit operable to judge whether 
or not the data is data that is necessary for specifying an address location of other data 
(col. 5, lines 40-45), wherein when the data judgment unit judges that the data is data 
that is necessary for specifying the address location of other data, the encryption is 
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suppressed. The data objects have header information and pointers to addresses; it is 
obvious not to encrypt the header information but only the data portions. One of 
ordinary skill in the art would know that the data found at the address is encrypted, not 
the pointer to the data. Encrypting the header information is unnecessary overhead. 
Azagury's system is capable of determining whether encryption is necessary or not. 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MICHAEL R. VAUGHAN whose telephone number is 
(571 )270-731 6. The examiner can normally be reached on Monday - Thursday, 7:30am 
- 5:00pm, EST. If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, William Korzuch can be reached on 571-272-7589. The fax 
phone number for the organization where this application or proceeding is assigned is 
571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
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USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/M. R. V./ 

Examiner, Art Unit 2431 



/William R. Korzuch/ 

Supervisory Patent Examiner, Art Unit 2431 



